AccemMbnep x86



Intel x86

e OpgHa 13 caMbiX pacnpPoCTPaHEHHbIX apPXUTEKTYP NPOLLECCOPOB

e Mbl bygem nsydatb x86-64 (2003 r.)

e AMDG6G4 - ppyrasa apxutektypa (2001 r.), HO nouTN oanHaKoBas ¢ Xx86-64
e X64,x86_64, AMDG64, Intel 64 — CUHOHUMDI



MalunHHbIN KOop,

e IHCTPYKLMM BbIMOMHAOTCS MPOLLECCOPOM
e Onkopgbl (opcodes) — KoanpoBKa MHCTPYKL NI
e MHEeMOHUKN — YeNTOBEKOMNOHATHAsA pacLlundpoBKa ONKoOoB

e [1natpopmMo3zaBnCUMbIiA!



Pernctpbi

OuyeHb bbICTpble A4ENKM NAaMATM Ha CaMOM MpoLeccope
Mo 64 6buta Ha x86-64

e Yuncna B two-complement little endian

Pernctpbl obwero HadHavyeHunsa (general purpose registers): rax, rbx, rcx, rdx,
rsi, rdi, r8-ri15

GPR co cneunanbHbiM 3Ha4YeHMEM: rbp , rsp

«BupTyanbHble» peructpbl: rip, rflags, ...



Bno)>XeHHOCTb perucTposB

e HekoTopble perncTpbl BNOXEHbI ApYr B
gpyra: HanpumMmep, eax — HUXHue 32
buta rax

e 3anncb B eax MNPuUBEOET K OOHYNEHUIO
BEPXHUX BUT rax

e 3anNncb B ax He nepesanuiier
BEPXHME BUTbI eax

e 3anmncb B ah [ al He nepe3anuueT
BEpPXHME OUTbI ax

rax

eax

ax

ah

al




Kakue eLue obiBaloT perncTpbl?

e Ynpasnawowme: cr0 ,..., cr3

e OTnapgoyHble dro ,... dr4

e CerMeHTHble: cs, ds, ss, es, fs, gs

o Model-specific: He uMeloT oTaenbHbIX 0603HaYeHN, wrmsr [ rdmsr
FPU x87: st(0) ,.. st(7)

SSE: xmm@ , ..., xmm7



Kak yntaTtb pokymMmeHTauuto x86 accembnepa?

Tunbl onepaHO0B KOMaHA,: mov r/m8, r8 : Move r8 to r/m8.
mov r/ml6, rl6 ;7 Move rl6 to r/mle.

e 1mm8/16/32/64 — KOHCTAHTHI e
mov r/m32, imm32 ; Move imm32 to r/m32.
(pacnonaratoTcd HENOCPEOCTBEHHO B

ornkopae)

e r8/16/32/64 — perncTpbl COOTB.
BUTHOCTU

e m8/16/32/64 — onepaHpg B NaMaTu



Intel vs AT&T

Intel

mov rax, qword ptr [rax, 2 * rcx + 0x10]

AT&T

movqg 0x10(%rax, %rcx, 2), %rax



Appecauua namaTum

mov ..., [base, index x 1/2/4/8 + offset]

e base M index - BcergaperucTpbl

e offset —Bcerga KOHCTaHTHOE YMCJIO

mov r8, [rbp] ; r8 = xrbp
mov rcx, [rbx + rdil ; rex = x(rbx + rdi)
mov rax, [rax + rcx *x 2 + 0x10] ; rax = x(rax + rcx *x 2 + 0x10)



Appecauund namaTum

mov [rax], 0x1

e rax ccbliaeTtcs Ha 64-6MTHOE Yncno?

o CKONbKO 6anNT 3anuLleT aTa UHCTPYKLMA?
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Appecauund namaTum

mov dword ptr [rax], 0x1

e MOXHO HanpsaMylo ykasaTb pa3mMepa onepaHaa naMmaTu

e byte [word /[ dword [ qword
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Kakue 6bIBaloT MHCTPYKLUN?

e «BblumncnmrtenbHbie»

e Ynpasnswowme
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«BbluMcnuTenbHble» MHCTPYKLUN

add rax, 1 ' rax += 1

sub rax, rbx ; rax —-= rbx

mul 3 ; rdx:rax = rax x 3

div r8 v rax = rax / r8, rdx = rax % r8
XO0r rcx, rcx ; rcx = rcx

inc r9 'r9++



https://[www.felixcloutier.com/x86/
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https://www.felixcloutier.com/x86/

dnarun

e Pernctp EFLAGS [ RFLAGS cogepXXWUT crieumnanbHble 6uTbl (pnarn) pesynbraTa

onepauuu

e OcHOBHble dnaru:

©)

©)

©)

ZF
SF
OF
CF

. B pe3ysibTaTte onepauuu nosiyymncs 0
. pe3ysibTaT oTpULLaTeENbHbIN
: 3HaKOBOE repernosiHeHne

: be33HaKoBOE NepenosiIHeHNE
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dnarun

0x0001 — 0x0001 = 0x0000 (BbicTaBUTCA ZF )

0x0000 — 0x0001 = 0x1111 (BbicTaBUTCHA SF )

0x1111 + 0x0001 = 0x0000 (BbicTaBUTCA CF )
0x0111 (7) + 0x0001 (1) = 0x1000 (-8) (BbicTAaBMUTCHA OF )
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BbluncnexHue ¢naros

e ECTb MHCTPYKLWUM ANK BbluMCIeHNSa ¢pnaroB 6e€3 naMeHeHuUs permcTpoB obLero
Ha3HaYyeHUs

e cmp = sub ,KOTOPbIA TOMbKO BblYMCNAET dnaru

e test = and,h KOTOPbIM TOSIbKO BblYMCSET pnaru
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[TPbDKKW

e [1pbKKM (0ObIYHO) BbINOSIHAOTCA NO METKaMM B Koe
e jxk label_name nepenTn Ha METKY
e jmp Oe3ycnoBHbIN Mepexon,

e jz nepewnTy, ecniv BbicTaBneH ZF

[lnga 3HakoMbix yncen jl, jle mnT.4.

[1na 6e33HakoBbIX Yncen jb, jbe uT. A.



[MTpmMmep: 6ecKOHEeYHbIN LUK/

loop: while (true) {
jmp loop }
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[Mpumep: aHanor for

mov rax,
mov rcx,
loop:
add rax, rcx
add rcx, 1
cmp rcx, 100
jnz loop

0
0

int rax = 0;
for (int rcx =

}

Fax += rcx,

0;

rcx < 100;

rex++) o

20



[Mpumep: if

test rax, rax if (rax '= 0) {
jz next rcx = Oxdeadbeef
mov rcx, Oxdeadbeef }

next:

test rax, rax
jnz body
next:

body:
mov rcx, Oxdeadbeef
jmp next



[Mpumep: if ¢ &&

test rax, rax if (rax != 0 && *x(uint32_t)rax <= 1337) {
]Z else rcx = @xdeadbeef
cmp dword ptr [rax], 1337 }-eliiki-@
jg else y -
mov rcx, Oxdeadbeef
jmp next
else:

X0r rcx, rcx
next:



[TpMep: UMUK C yCIIOBUEM BHYTPU

mov rax, 0
mov rdx, 0

mov
loop:

rcx, 0

test rcx, 1

jnz
add
jmp
odd:
add
next:
add
cmp
jnz

odd
rax, rcx
next

rdx, rcx
rex, 1

rcx, 100
loop

int rax = 0;
int rdx = 0;
for (int rcx = 0; rcx < 100;
if (rex % 2 == 0) {
rax += rcx;:
} else {

rdx += rcx;

}

rex++) {
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Ctek

e CTek — NpocTo 06s1acTb NaMATH
e CTek pacTéTt BHU3!

e Ha Tekyulyto BepLinHy (nepsbiin
CBOOOOHbIVN OANT) yKa3bIiBaeT rsp
(stack pointer)

-16

return address

previous rbp

local var #1

local var #2

local var #2

>_

<—rbp

stack frame

<— ISP
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Ctek: push un pop

push 1337
N7

sub rsp, 8
mov [rspl, 1337

pop rax
; unu

mov rax, qword ptr [rsp]
add rsp, 8
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dyHkumu: call m ret

o CTek No3BOMSAET peann3oBbiBaTb
PyHKUNU

e call BbI3bIBaeT GYyHKUUIO — KNageT
agpec crnengyowen MHCTPYKLUMM Ha

CTeK mn npbiraet Nno MmeTke

e ret BO3BpallaeTcs U3 PyHKUUUN —
OO0CTaET afpec Bo3BpaTa CO CTeKa

call func
test rax,

func:

rax
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DyHKUMU: dpenm cTeka, nposior u anusor

e OpenM — 0bnacTb cTeEKA

e OpenM — BUPTYyasibHOE MOHATHE, T.€. OH
He CYLW,CTBYET AJ19 npoueccopa
o Ka>kgbil BbI30B GYHKLMM CO30aAET

HOBbIN GPENM, B KOTOPOM JIEXUT
agpec Bo3BpaTa

o DYHKUNA COXPaHSAET TEKYLIMA rbp Ha
CTeKe N yCTaHaB/IMBAET HOBbIN B
TeKYLLYIO0 BEPLUUHY CTEKA

e [akag nocnepoBaTenbHOCTb AENCTBUN
Ha3blBaeTCa NposIorom, a obpartHasa —
3MNMI0rom

-16

return address

previous rbp

local var #1

local var #2

local var #2

>_

<—rbp

stack frame

-<—rsp
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PyYHKUWK: Nponor u anunor

; Prologue
push rbp

mov rbp, rsp
sub rsp, 100

; Epilogue
mov rsp, rbp
pop rbp

ret

-16

return address
previous rbp
local var #1

local var #2

local var #2

>_

<—rbp

stack frame

<— ISP
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Calling conventions

o CornaweHus o Bbl3oBax — rnpaBusia 0 TOM, KakK pa3Hble MporpamMmMbl Bbi3biBatloT Apyr
apyra
o System V AMDG4 ABI (application binary interface)

e OnucbiBaloT, HaNpPUMeEP, Kak Bbl3biBaTb GYHKLIMM BUBINOTEKN
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Calling conventions

e [1pu BbI30BE PYHKLIMN BEPLUMH cTeKa ( rsp ) Ao>KHa bbiTb BbIpoOBHEHA M0 16 6anT

e Hy>XHO coxpaHuUTb 3Ha4yeHna rax, rdi, rsi, rdx, rcx, r8, r9, rile, riil,
eCJ/IM OHM BaM HY>XHbI (scratch registers)

e rbx, rsp, rbp, rl12, ri13, rl4, rl1l5 HYXHO BEPHYTb B HEN3MEHHOM BUAE Noce
BbIXoaa U3 oyHKUMKM (preserved registers)
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Merci!
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